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Form Responses 1

		Timestamp		What are the most important actions that we (the PQC community) need to carry out during the next few years?  (1000 character limit, MAY BE MADE PUBLIC)		General subject areas:		Specific things that the PQC community could do in the next few years:		Email (optional)		Email Address



		8/19/2019 9:38:42		test after removing name and email fields		Cryptanalysis and possible attacks		Legal actions, community organization and outreach				

		8/22/2019 17:08:40		develop a clear evaluation criteria and set the directions for future work and research. 		Theory and security proofs		Applied research, development and testing of some specific technology that is relevant to PQC				

		8/22/2019 18:57:03				Theory and security proofs		Applied research, development and testing of some specific technology that is relevant to PQC				

		8/22/2019 19:41:46				Software and hardware implementations, performance, and quality assurance, Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC, Applied research, development and testing of some specific technology that is relevant to PQC, Legal actions, community organization and outreach				

		8/22/2019 20:24:07				Software and hardware implementations, performance, and quality assurance, Deployment, standardization, and organizational and legal issues, Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC, Applied research, development and testing of some specific technology that is relevant to PQC				

		8/22/2019 21:07:56		The first thing is to complete the selection process that you are working on.  In general, the process so far has been very good but it is important for it to continue to be as transparent and thorough as possible.  Of particular important is document fully the analysis that was undertaken on the algorithms and why NIST is confident of the integrity of the ones finally selected.

One the algorithms are selected, NIST should help as much as possible with the outreach to convince end users that they should convert to the new algorithms and provide the documentation mentioned above to give end users the confidence that the algorithms are sound.  As mentioned in the panel session today, decommissioning old algorithms is difficult and any assistance that NIST can provide to the commercial suppliers that are working to convince their end users of the need to upgrade can be quite helpful. This would include helping to get the selections adopted in the standards of IEEE, IETF, FIPS, ISO, etc.		Deployment, standardization, and organizational and legal issues, Cryptanalysis and possible attacks		Legal actions, community organization and outreach				

		8/22/2019 21:08:27		While on-going research (constructive as well as cryptanalytic) is critical, once standard primitives are established, we should be doing as much as possible to promulgate them internationally and to get them into relying application protocols (through the IETF, OASIS, ANSI, etc.), implemented and deployed as quickly as possible. I also think NIST should devote some effort to developing migration plans that would allow new algorithm breakthroughs to be adopted as standards if warranted, possibly well before the expected 20 year lifespan of the 2022 standard comes to an end.		Theory and security proofs, Deployment, standardization, and organizational and legal issues, Cryptanalysis and possible attacks		Legal actions, community organization and outreach				

		8/22/2019 22:34:57				Software and hardware implementations, performance, and quality assurance, Cryptanalysis and possible attacks, making threats and timelines known to more general audiences		Applied research, development and testing of some specific technology that is relevant to PQC, what this all means to laypeople 				

		8/22/2019 23:08:58				Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC				

		8/22/2019 23:18:37		When one thinks of post-quantum crypto one can only think about the mathematics behind it, which is scary for most people.  We need to make the post-quantum crypto schemes easy for everyone to understand. This can be done through simple examples and concise explanations. Once people are not scared, they will be more willing to accept and adapt. Also, the PQC community needs to focus on the security proofs of the proposed schemes so that any implementations which are carried out are automatically secure.		Software and hardware implementations, performance, and quality assurance, Cryptanalysis and possible attacks		Applied research, development and testing of some specific technology that is relevant to PQC, Legal actions, community organization and outreach				

		8/22/2019 23:40:54		Cryptanalysis of lattice based scheme. Estimate the security of ring-lwe problem, including concrete security estimation by using general attack algorithms such as core-SVP, special attack algorithm using ring-lwe structures such as subfield attack, quantum security of ring-lwe.		Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC				

		8/23/2019 2:08:42		1) There needs to be more of a focus on possible quantum attacks
2) Round 2 needs to be longer to allow for more implementations and cryptanalysis to be done.		Deployment, standardization, and organizational and legal issues, Cryptanalysis and possible attacks		Applied research, development and testing of some specific technology that is relevant to PQC				

		8/23/2019 11:23:21		Consolidating a set of primitives relying on different computationally hard problems, evaluating their performances in real world scenarios with the goal of picking the most efficient ones without compromising security.
Which ones turn out to be the best ones may be hard to tell until preliminary field tests are done, thus a reasonable diversity will be beneficial.
It may also be the case that no primitive will cover the entire spectrum from high-performance to deep-embedded computing devices		Theory and security proofs, Software and hardware implementations, performance, and quality assurance, Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC, Applied research, development and testing of some specific technology that is relevant to PQC				

		8/23/2019 12:19:51		We need a serious, sustained cryptanalytic effort on the remaining proposals. Several of them are founded on relatively new and untested hardness assumptions, e.g., using deterministic (and very small) rounding instead of random error. We need detailed study to determine whether such assumptions are actually safe.		Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC				

		8/23/2019 13:32:09		Don’t rush and do this thing right. There is significant need for more analysis; many candidates have received relatively little substantive cryptanalysis and public key cryptanalysis is difficult, requiring time and creativity. Also, once the field has narrowed, there will be truly significant effort to make sure that implementations and validation procedures are sufficiently robust. Many of these algorithms are significantly more difficult to correctly implement than current primitives, and much thought and care will be needed. Attempting to end this process in just a couple more years is dangerous and could lead to disastrous results and/or a loss of perceived legitimacy of the process and output. 		Software and hardware implementations, performance, and quality assurance, Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC, Applied research, development and testing of some specific technology that is relevant to PQC				

		8/23/2019 13:37:26		Ensure civility on the mailing list. Certain vocal and at times outright impolite personalities dominate the mailing list, causing others to hesitate to contribute their work or questions, thereby stifling the community conversation that is vital to ensuring sufficient involvement and analysis to ensure a successful outcome. 		Bullying 						

		8/23/2019 16:03:17				Theory and security proofs, Deployment, standardization, and organizational and legal issues, Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC, Applied research, development and testing of some specific technology that is relevant to PQC				

		8/23/2019 17:42:05		Integration of the os vendors, smart card vendors, piv card users to write the business requirements for pqc. We need to have more than cryptographic criteria documented for the selection 		Software and hardware implementations, performance, and quality assurance, Deployment, standardization, and organizational and legal issues		Applied research, development and testing of some specific technology that is relevant to PQC, Legal actions, community organization and outreach				

		8/23/2019 18:18:48		I expect lvl 5 will be mentioned in the final document, and we certainly would want it for our applications. However, as the focus is on 1-3, it is important that any recommendation for lvl 5 is just as justified as one for lvl 3. If not, any issues not considered should be clearly stated.		Deployment, standardization, and organizational and legal issues		Basic research on a specific open problem that is relevant to PQC, Applied research, development and testing of some specific technology that is relevant to PQC				

		8/23/2019 18:22:56		Internet is not the only application. Also accoustic channels under water (in the order of 200 bit/s) or satellites that only passes its earth station every now and then are potensial use cases. These may need the extremes in the key size/message size tradeoffs.		Software and hardware implementations, performance, and quality assurance, Deployment, standardization, and organizational and legal issues		Basic research on a specific open problem that is relevant to PQC, Applied research, development and testing of some specific technology that is relevant to PQC				

		8/23/2019 18:30:09		NIST should not be aiming to conclude the process and have standards written by 2022. This is simply too fast to get proper answers. It does not give enough time for reviews and analysis to refine the schemes. Much more research is needed.		Theory and security proofs, Software and hardware implementations, performance, and quality assurance, Deployment, standardization, and organizational and legal issues, Cryptanalysis and possible attacks						

		8/23/2019 18:30:47		For the sake of transparency, NIST need to provide more insight into what will happen in the process. We hear there will be a Round 3, there will not be a Round 3. If NIST needs to put something together quickly, Adi Shamir recommended to select one or two mature algorithms to put out more quickly. Will NIST do this? Will there be more time for other schemes? 								

		8/23/2019 19:00:19		There are a lot of lattice KEMs. Bernstein’s plan to systematically verify proofs should be followed. Otherwise there’s a risk of carrying proof errors and making decisions on a winner without fair comparison. 

Thoroughly audited programs should be used to completely verify proofs where this helps reduce the cryptanalysis effort. 
		Theory and security proofs, Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC				

		8/23/2019 19:17:40		We see vastly different levels of maturity in security analysis. Adi Shamir’s suggestion to stream candidates into a regular bucket and a future bucket is an elegant solution.
		Deployment, standardization, and organizational and legal issues		Legal actions, community organization and outreach				

		8/23/2019 19:35:21		Organize a series of workshops focused on each class of post quantum algorithms (Lattice, Code Based, Multivariate, Hash based etc).  The workshops would bring together cryptanalysts focused on new results in cryptanalysis in each area.  The workshop would allow leading researchers in those areas to share results and have time to discuss various approaches to cryptanalysis.  

Collect available data on quantum computing progress and assess when a quantum computer big enough to break a 2048-bit RSA key running Shors algorithm could be created.  The assessment should look at three scenarios: Moore's law increase in qubits, sub-Moore's law increas, and greater than Moore's law.  NIST should use best available data from companies and academics to make the assessment (for instance start with Gidney's estimate of Shor's cost and number of qubits available today)
		Deployment, standardization, and organizational and legal issues, Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC				

		8/23/2019 19:50:10		NIST needs to use its resources to create estimates on when the real threat to existing public key cryptography will emerge based on real data and real achieved progress in quantum computing.   The costs of switching out existing infrastructure will be huge.  

NIST needs to sponsor academic research at Universities across the United States in developing the science of quantum cryptanalysis.  This field is too new to assume that what we know today is all we will know.

NIST should hold off creating any standard before 2025 and fund research efforts to look at all the candidates until that time.  The process to date has provided the basis for a number of years of research.  It is time to give researchers a chance to innovate.		Deployment, standardization, and organizational and legal issues, Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC				

		8/23/2019 23:01:38		We need to focus having security proofs for the schemes. It’s insane that they’re allowed to make it to round 2 and some of them have questionable proofs or have “hand waved” their way through the proof. It’s shameful that NIST hasn’t caught some of these themselves and fails to put a strong emphasis on this. 		Theory and security proofs, Cryptanalysis and possible attacks		Legal actions, community organization and outreach				

		8/24/2019 0:44:58		I believe software implementation should be the priority as not many users have access to dedicated hardware. I also believe SCA should be given more priority as I was under impression that the speaker were talking about SCA as it is not super relevant. An implementation which can be made SCA resistant should be given priority.		Software and hardware implementations, performance, and quality assurance		Applied research, development and testing of some specific technology that is relevant to PQC, Side Channel Attacks				

		8/24/2019 1:22:26		Performance of schemes should not be a factor in Round 2, or at most a very minimal factor. With few exceptions, these schemes are all quite fast enough to be performant in most use cases. Currently, we are comparing reference implementations of some schemes to optimized code of others. But even those with optimized code, we are primarily measuring the Keccak within the implementation. Speed may be an easily measurable metric, but it is entirely the wrong notion to consider. Security is what matters, and also maybe size. By placing speed and performance as a factor in Round 2, we pull resources AWAY from the cryptanalysis to work on more implementations; the cryptanalysis is what matters, and what must be incentivized. 		Software and hardware implementations, performance, and quality assurance		Basic research on a specific open problem that is relevant to PQC, Applied research, development and testing of some specific technology that is relevant to PQC				

		8/24/2019 1:24:26		Now is the time to reconsider if the parameters of the contest are correct, for example, do we need to protect against using 2^64 signatures? If these assumptions, definitions, requirements, and security frameworks are reviewed now, there is time to have tweaks for Round 3. 		Deployment, standardization, and organizational and legal issues						

		8/24/2019 1:27:05		For many schemes, it is hard to tell if we can possibly be comparing against each other in a reasonable fashion, as there are not uniform understandings of how to set the security levels, what attacks to consider, ets. Without this, it is impossible to know if we would make right choices. Also, witout this, it is impossible to understand the NIST choices. Does NIST have such a framework? If so, will it be made public? 		Cryptanalysis and possible attacks						

		8/24/2019 1:30:22		We need focused cryptanalysis of each family of algorithms; we need to host summer schools and conferences on cryptanalysis of specific families, and also find ways to incentivize the sharing of partial results, so that we can move the maturity of the understanding forward more quickly. 		Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC				

		8/24/2019 2:12:32		I recommend NIST clarify the platforms for implementations. PQC algorithms are so complicated that a software/hardware split is the most practical means to acceleration, so a platform supporting this such as SoC is a necessity for realistic performance benchmarking. Kris Gaj’s talk highlighted the benefits and the gap. 
		Software and hardware implementations, performance, and quality assurance		Applied research, development and testing of some specific technology that is relevant to PQC				

		8/24/2019 4:22:49		Open a liaison with the Chinese Association for Cryptographic Research  (CACR) to coordinate development of post quantum cryptographic standards.  The goal should be to develop post quantum standards that are acceptable for use in both China and the rest of the world.  The CACR algorithm competition recently posted 38 public key algorithms that were submitted to its competition.  Some of these algorithms were also submitted to the NIST process.

		Deployment, standardization, and organizational and legal issues		Legal actions, community organization and outreach				

		8/24/2019 4:25:45		Open the NIST process to a new round of submissions which could accomodate both cryptographic developments since the NIST process began and to allow for the algorithms submitted to the Chinese cryptographic algorithm competition to also be considered as potential NIST standards		Deployment, standardization, and organizational and legal issues		Legal actions, community organization and outreach				

		8/24/2019 12:12:04		Bernstein’s visualisation talk showed that algorithms should present a family of graded parameters rather than single choices. NIST should consider requesting these families to allow best security-performance decisions to be made. 		Theory and security proofs						

		8/24/2019 12:53:53		Security analysis is only just ramping up as PhD students become post-docs. 

Many tweaks to round 2 algs because of advances. This is good.

 Exciting results will come, please allow enough time for getting results into candidates. 

Cutting down to Round 3 too soon would cut off this research. 		Theory and security proofs, Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC				

		8/24/2019 12:58:54		Security does not seem to have majority of activity. Majority of activity seems to be on performance and implementation. How can NIST encourage more cryptanalysis?		Theory and security proofs						

		8/24/2019 13:39:13		NIST to review change of criteria to 2^50 signatures. 		Deployment, standardization, and organizational and legal issues						

		8/24/2019 14:12:36		Research on PRNG speed. 

E.g. Trivium faster than Keccak in hardware. Allow multiple options and let implementer select to optimise on their platform. 
		Software and hardware implementations, performance, and quality assurance		Basic research on a specific open problem that is relevant to PQC, Applied research, development and testing of some specific technology that is relevant to PQC				

		8/24/2019 15:19:52		Measure when sufficient security work is done: how many person-years per problem? 

Measure by number of individuals, by gender, by nationality, by research centre, ... Diversity across many measures improves confidence. 		Theory and security proofs, Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC, Legal actions, community organization and outreach				

		8/24/2019 16:20:53		We need a clear understanding of the security framework NIST are using to evaluate the algorithms. Is the max depth constraint important? (Is 95 the right bound?) How do we interpret the security levels? Is it desired that the necessary security should fall as analysis of quantum attacks on AES improves? How do we compare different security claims and notions?		Theory and security proofs, Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC				

		8/24/2019 16:46:18		We need to standardize on how we score 'how hard is this Lattice problem'; something that works across Lattice types (random, ring, modular), p value and shape of errors; and which works a consistent (and reasonable) model of Quantum Computing		Cryptanalysis and possible attacks						

		8/24/2019 18:28:06				Cryptanalysis and possible attacks		Basic research on a specific open problem that is relevant to PQC				

		8/24/2019 18:29:57		How soon will quantum computers be actually a threat, right now it appears pretty far from reality? Because it seems like we are rushing		Deployment, standardization, and organizational and legal issues		Basic research on a specific open problem that is relevant to PQC				
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